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1. About Yellow Ladybugs Ltd

Yellow Ladybugs is an Autistic-led non-government organisation with strong bridges to the community. We are dedicated
to the happiness, success and celebration of autistic girls and women. We believe all autistic females deserve to be
recognised, valued, accepted and supported in order to realise their full potential. We are committed to shining a light on
autistic girls and women through the creation of positive and inclusive experiences for our members, and through
advocating for the rights of all autistic females and celebrating their neurodiversity.

Yellow Ladybugs runs regular informal social events for autistic girls, generally between the ages of five and sixteen. Our
events bring our members together in an inclusive, fun and sensory-friendly setting. Underpinning every Yellow Ladybugs
event, our mission is to foster a sense of belonging for all our autistic girls, to help them connect with their tribe, and to
instil a sense of autistic pride within our community.

We are also committed to changing the common misperceptions about autism, ensuring autistic girls and women are
properly supported according to their needs, and building a society that values and empowers all autistic females. We
actively seek to address the many challenges the autistic female community face, including barriers to diagnosis, lack of
inclusion in school and employment and access to support services.

2. Purpose

Yellow Ladybugs collects information and data about people including its donors, supporters, staff and the community it
supports. This brings important legal and ethical responsibilities.

This policy explains how Yellow Ladybugs collects, stores and uses people’s information and data. Specifically, this policy
details:

e how personal information is collected and how information is maintained, used and disclosed, and
e about privacy rights along with rights and obligations of the policy in relation to personal information record
keeping.

Yellow Ladybugs will review and update this policy periodically and in the event there are changes to governing laws or
changes to Yellow Ladybugs technology, processes and procedures.
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*Yellow Ladybugs is not required to comply with the Australian Privacy Principles (APPs) contained in the Privacy Act
1988 (Cth), however Yellow Ladybugs has developed its information and data management systems with consideration of
the obligations detailed in the APPs.

3. Definitions

The Australian Privacy Principles (APPs) comprise 13 principles that govern how personal information — which is
information that can be used to identify a person such as a name and address — must be managed.

Sensitive information — is information about a person’s religious, political or philosophical beliefs, membership of
associations or trade unions, racial background, sexuality or health. If sensitive information is collected stricter provisions
within the APPs also apply.

Note: For guidance on the definitions of personal, sensitive and health information, please see the OAIC website at
oaic.gov.au/agencies-and-organisations/app-guidelines/

4. Procedure

4.1. Legal obligations

There are laws at both the federal and state level that may apply to the way Yellow Ladybugs collects, stores and uses
information and data about people. The responsible

Federal level - Does the Privacy Act apply?

A charity that collects and stores information and data about people may be subject to the federal Privacy Act 1988 (Cth)
(the Privacy Act). The Privacy Act applies to organisations based on several criteria, which may include charities.

Yellow Ladybugs will need to comply with the Privacy Act if it meets any of the following criteria:
e has an annual turnover of more than $3 million
e provides a health service to a person
e sells or purchases personal information

e isrequired to comply with the Privacy Act under a contract (e.g. an aged-care provider or a disability services
provider under a Commonwealth agreement)

e isrelated to a body corporate (e.g. it is a subsidiary) that meets any of the above criteria (even if the charity
alone does not), or

e has opted in to the Privacy Act (by choosing to comply despite not meeting any of the above criteria).

Note: As at October 2020, Yellow Ladybugs does not meet any of the above criteria and is therefore not legally
required to meet the requirements of the Privacy Act.

If circumstances change and Yellow Ladybugs meets any of these criteria, it must comply with the Privacy Act and the
Australian Privacy Principles contained within. The Yellow Ladybugs Board will monitor whether changing circumstances
mean that Yellow Ladybugs must comply with the Privacy Act.

Charities that do not fit any of the criteria, can opt in to comply with the Privacy Act. Opting in to compliance with the
Privacy Act is a good way to demonstrate commitment to transparency, accountability and good governance.

In 2020, Yellow Ladybugs will work towards meeting the requirements of the Privacy Act but will not opt-in to comply
with the Australian Privacy Principles (APPs). The Yellow Ladybugs Board will monitor progress made in complying with
the APPs and review the decision whether or not to opt-in to comply with the Privacy Act at a later time.

The Australian Privacy Principles (APPs)

The APPs comprise 13 principles that govern how personal information — which is information that can be used to identify
a person such as a name and address — must be managed.
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Yellow Ladybugs is working towards meeting the 13 APPs detailed below:

APP 1:

Open and transparent management of

personal information

Ensures that APP entities manage personal information in an open and
transparent way. This includes having a clearly expressed and up-to-
date APP privacy policy.

APP 2:

Anonymity and pseudonymity

Requires APP entities to give individuals the option of not identifying
themselves, or of using a pseudonym. Limited exceptions apply.

APP 3:

Collection of solicited personal
information

Outlines when an APP entity can collect personal information that is
solicited. It applies higher standards to the collection of ‘sensitive’
information.

APP 4:

Dealing with unsolicited personal
information

Outlines how APP entities must deal with unsolicited personal
information.

APP 5:

Notification of the collection of
personal information

Outlines when and in what circumstances an APP entity that collects
personal information must notify an individual of certain matters.

APP 6:

Use or disclosure of personal
information

Outlines the circumstances in which an APP entity may use or disclose
personal information that it holds.

APP 7:

Direct marketing

An organisation may only use or disclose personal information for direct
marketing purposes if certain conditions are met.

APP 8:

Cross-border disclosure of personal
information

Outlines the steps an APP entity must take to protect personal
information before it is disclosed overseas.

APP 9:

Adoption, use or disclosure of
government related identifiers

Outlines the limited circumstances when an organisation may adopt a
government related identifier of an individual as its own identifier or
use or disclose a government related identifier of an individual.

APP 10:

Quality of personal information

An APP entity must take reasonable steps to ensure the personal
information it collects is accurate, up to date and complete. An entity
must also take reasonable steps to ensure the personal information it
uses or discloses is accurate, up to date, complete and relevant, having
regard to the purpose of the use or disclosure.

APP 11:

Security of personal information

An APP entity must take reasonable steps to protect personal
information it holds from misuse, interference and loss, and from
unauthorised access, modification or disclosure. An entity has
obligations to destroy or de-identify personal information in certain
circumstances.

APP 12:

Outlines an APP entity’s obligations when an individual requests to be
given access to personal information held about them by the entity.
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Access to personal information This includes a requirement to provide access unless a specific

exception applies.

APP 13:

Correction of personal information

Outlines an APP entity’s obligations in relation to correcting the
personal information it holds about individuals.

For more detailed guidance on each of the Australian Privacy Principles, please see the OAIC website at
oaic.gov.au/agencies-and-organisations/quides/app-quickreference-tool/

4.2.

Type of information and data Yellow Ladybugs collects

Yellow Ladybugs collects and stores personal information including:

names, addresses and phone numbers

ages or dates of birth

email addresses

bank account or credit card details (for donors)
signatures

employment details

details of service and product purchases and preferences

Yellow Ladybugs may also collect more detailed personal information relating to:

4.3.

education, including whether individuals within our community are home schooled, and

health, including whether individuals within our community have been diagnosed with autism or have
received any other comorbid diagnosis.

Purpose for which information and data is collected by Yellow Ladybugs

Information and data collected and stored by Yellow Ladybugs may be used for the following primary purposes:

to provide effective services to our community (e.g. birthday card club, respond to enquiries, events)
maintain membership lists

manage donor and supporter lists

co-ordinate and manage volunteers

send newsletters or updates to donors, supporters and our community

account for activities or expenses, and

provide supporting evidence when seeking grants or other funding.

Yellow Ladybugs may also use personal information and data for such secondary purposes that are related to the primary
purpose of collection and can be reasonably expected, or to which you have consented.

www.yellowladybugs.com.au

Yellow Ladybugs records individual visits to its website. This information is used for statistical purposes, as well as helping
Yellow Ladybugs to maintain its server and to improve its services. This information will not be disclosed to any other
government agency, organisation or individual unless Yellow Ladybugs is required by law to do so.

Yellow Ladybugs Facebook

Yellow Ladybugs records individual visits to its Facebook pages. This information is used for statistical purposes, as well
as helping to improve its services. This information will not be disclosed to any other government agency, organisation or
individual unless Yellow Ladybugs is required by law to do so.
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See also: Facebook’s Privacy Principles and Data Policy.
Special purposes

On occasion, Yellow Ladybugs may collect personal information for a special purpose, for example research, and when it
does so it will provide potential participants requested to participate with a specific statement on how the information
will be used.

4.4. Providing your personal information to Yellow Ladybugs

In some circumstances Yellow Ladybugs will allow individuals the option of not identifying themselves, or of using a
pseudonym, when dealing with it (for example, when viewing the Yellow Ladybugs’ website or making general phone
queries). Donations may also be made anonymously, but in this case Yellow Ladybugs may not be able to issue a tax-
deductible receipt.

4.5. Yellow Ladybugs approach to direct marketing

Direct marketing, such as sending mail or emails or making phone calls directly to individuals to promote Yellow
Ladybugs’ services, raise Yellow Ladybugs’ profile or solicit donations or support, will involve Yellow Ladybugs using the
information and data it holds about a person.

Although, not required to comply with Australian Privacy Principle 7 (APP 7), Yellow Ladybugs considers the requirements
for direct marketing set out in APP 7. By doing so, Yellow Ladybugs hopes to send a message to donors, supporters and
the public that it manages people’s information and data in a responsible way.

Yellow Ladybugs will not use or disclose a person’s personal information for the purpose of direct marketing unless it
meets the following criteria:

e Yellow Ladybugs collected the information from the person

e the person would reasonably expect Yellow Ladybugs to use or disclose their information and data for the
purpose of direct marketing

e Yellow Ladybugs provides a simple means by which the person may easily request to not receive direct
marketing communications from it, and

e the person has not made a request to not receive direct marketing communications from Yellow Ladybugs.

In circumstances where a person would not reasonably expect Yellow Ladybugs to use their information for direct
marketing, Yellow Ladybugs may still use the person’s information for direct marketing purposes, if it meets all of the
following criteria:

e the person has given consent for their information to be used for this purpose (or it is impracticable for Yellow
Ladybugs to obtain the consent)

e Yellow Ladybugs provides a simple means by which the person may easily request to not receive direct
marketing communications from it

e Yellow Ladybugs provides a prominent statement that the person may make such a request each time that it
contacts the person for a direct marketing purpose (or Yellow Ladybugs otherwise draws the person’s
attention to this option), and

e the person has not made a request to not receive direct marketing communications from Yellow Ladybugs.

These criteria also apply in situations where Yellow Ladybugs collects the person’s information from a source other than
the person in question (for example, if it collects the information from another charity).

Under APP 7, the use of sensitive information is treated differently to personal information. For Yellow Ladybugs to use a
person’s sensitive information for direct marketing purposes, it must first receive the person’s direct consent.

Person may request to not receive direct marketing communications
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If Yellow Ladybugs uses a person’s information for direct marketing (or for facilitating direct marketing by other
organisations), the person may request:

e to not receive direct marketing communications from Yellow Ladybugs
e to not have their information used for the purposes of facilitating direct marketing communications, and
e that Yellow Ladybugs provide the source of its information.

Yellow Ladybugs will act on a person’s request to not receive direct marketing communications. Once a Yellow Ladybugs
receives such a request, it will act on the request within a reasonable time period (usually be no more than 30 days).

4.6. Yellow Ladybugs’ approach to sharing donor lists with other charities

Sharing donor lists can be an effective way for charities to expand the audience to which they communicate, promote
their work, and solicit donations and support. However, Yellow Ladybugs will be careful to ensure that doing so would
meet reasonable community expectations.

If Yellow Ladybugs considers sharing a list of donors, it will consider how its supporters, donors and the community would
view a decision to do so. Before sharing information and data about people, the Yellow Ladybugs’ Board will consider:

e whether Yellow Ladybugs has stated that it might share the information or data it holds about people
e whether Yellow Ladybugs has given people the option to not have their information or data shared

e the type of organisation with which Yellow Ladybugs intends to share the information or data it holds about
people, and

e the risks that sharing people’s information or data may pose for Yellow Ladybugs reputation and its public
support.

Yellow Ladybugs will be clear about the purposes for which it collects, stores and uses people’s information and data.
Yellow Ladybugs will not share a person’s information or data with other charities or organisations unless the person has
given consent for Yellow Ladybugs to do so, or the person would reasonably expect Yellow Ladybugs to do so.

Note: The requirements for using or disclosing personal information are set out in Australian Privacy Principle 6 (APP 6). If
Yellow Ladybugs uses or discloses personal information for direct marketing purposes, however, APP 7 applies instead of
APP 6. The requirements of APP 6 mean, in short, Yellow Ladybugs must only use a person’s information for the purpose
for which it collected the information (the primary purpose), unless it has received consent from the person to do
otherwise.

Use or disclose for a purpose other than primary purpose

Yellow Ladybugs may use or disclose a person’s information for a purpose other than the primary purpose if it meets
these criteria:

e the person would reasonably expect Yellow Ladybugs to do so, and

e theinformation is related to the primary purpose (or directly related to the primary purpose for sensitive
information).

Exceptions also exist for when:

e the use or disclosure of the information is required or authorised by or under an Australian law or a
court/tribunal order

e Yellow Ladybugs reasonably believes that the use or disclosure of the information is reasonably necessary for
one or more enforcement-related activities conducted by, or on behalf of, an enforcement body, or

e apermitted general situation or a permitted health situation exists.
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4.7. Buying, renting or selling donor lists

Yellow Ladybugs may want to buy or rent access to donor lists to expand their reach, or even sell their own list of donors.
Buying, renting and selling lists occurs in the business sector and may provide benefits for charities too. However, if
considering such practices, the Yellow Ladybugs Board will take into account the risks that they bring and community
expectations of such practices.

If Yellow Ladybugs considers selling its donor list, it must be sure that the people on the list consented to having their
information and data used in this way or had a reasonable expectation that Yellow Ladybugs would do so.

If Yellow Ladybugs is considering buying or renting a list of donors (whether this be from another charity or a list broker),
it is important to consider APP 3, which states that “an APP entity must collect personal information only by lawful and
fair means”. However, it is also important to note that collecting a person’s information and data by “lawful and fair
means” does not necessarily mean that Yellow Ladybugs can be sure that people provided their consent or had a
reasonable expectation that their information and data would be used in this way. It is crucial that the Yellow Ladybugs
Board is vigilant in conducting due diligence if considering buying or renting a list of donors for their own use.

4.8. Managing information and data
Yellow Ladybugs strives to ensure the responsible, honest and ethical management of people’s information and data.

Yellow Ladybugs have adopted the following practices as they provide a foundation on which good governance practices
for information and data management can be built:

e only collect a person’s information and data by lawful and fair means
e do not share or sell people’s information and data without their express recorded permission
e be explicitly clear when collecting a person’s information and data about the purpose for doing so

e only collect and store the minimal amount of information and data about a person required for a particular
purpose

e only store a person’s information and data for as long as it is required for the purpose

e securely store people’s information and data both physically and digitally

e onlydisclose a person’s information and data for the purpose for which it was collected and stored
e offer people an option to have their information and data changed, corrected or securely removed
e allow people to have access to and correct their information and data

e accurately record and follow people’s marketing preferences

e ensure all the staff and volunteers who have access to people’s information and data understand Yellow
Ladybugs’ policies and are properly trained

e implement a clear policy and processes for managing people’s information and data

e publish publicly, or make available on request, Yellow Ladybug’s policy for managing people’s information and
data

e if using an external provider to manage information and data, ensure its policies and practices meet legal
requirements and the expectations of Yellow Ladybugs and the community.

Yellow Ladybugs is transparent about the information and data that it collects, stores and uses. It is open about its
practices and be prepared to answer questions from donors, members, supporters and the public about the way it
manages people’s information and data.

4.9. Yellow Ladybugs securely stores and protects people’s information and data

Yellow Ladybugs has appointed a Governance Lead and Secretary to oversee the management of personal information in
accordance with this policy. Yellow Ladybugs takes all reasonable steps to protect personal information from misuse, loss,

7

Every girl deserves to &YWW Every girl deserves to Paaf% Every girl deserves to SWM'.KO Every girl deserves to @OM’WEMM ‘:-ﬂa



unauthorised access or disclosure. All staff and volunteers are required to protect confidentiality and comply with this
policy.

Yellow Ladybugs holds personal information in a combination of computer storage facilities and other records and takes
steps to protect the personal information held from misuse, loss, unauthorised access, modification or disclosure.

Yellow Ladybugs uses methods to destroy or de-identify any personal information as soon as the law permits, provided
the information is no longer needed by us for any purpose.

Individuals can help to protect privacy by contacting Yellow Ladybugs immediately when there is a change of contact
details, such as address and telephone number.

Accessing Yellow Ladybugs website

When a person uses the Yellow Ladybugs website, having their cookies enabled will allow Yellow Ladybugs to maintain
the continuity of that person’s browsing session and remember their details when they return. Yellow Ladybugs may also
use web beacons, Flash local stored objects and JavaScript. If that person adjusts their browser settings to block, reject or
delete these functions, the webpage may not function in an optimal manner. Yellow Ladybugs may also collect
information about a person’s IP address, although this may not identify that person.

The security of personal information is important to Yellow Ladybugs and it uses the recommended industry standards
when storing and dealing with personal information. We use a secure server using the latest SSL (secure sockets layer)
encryption technology to process any financial transactions.

The steps Yellow Ladybugs takes to secure the personal information it holds include:
e website protection measures (such as encryption, firewalls and anti-virus software)
e  access restrictions to computer systems (such as login and password protection)
e restricted access to office premises

e staff and volunteer training and implementation of policies and procedures that cover access, storage and
security of information.

Accessing third party website

Links to third party websites that are not operated or controlled by Yellow Ladybugs are provided for the Yellow Ladybugs
community’s convenience. Yellow Ladybugs is not responsible for the privacy or security practices of those websites.
Third party websites should have their own privacy and security policies, which Yellow Ladybugs encourage its community
to read before supplying any personal information to them.

4.10. Accessing personal information Yellow Ladybugs holds and correcting that information if
required

Accessing personal information

If a person seeks to request access to personal information Yellow Ladybugs holds about them, that person should make
the request in writing to Yellow Ladybugs Secretary at accounts@yellowladybugs.com.au. Yellow Ladybugs will require
the person to verify their identity and specify the information that they are seeking.

Yellow Ladybugs will process any request with a reasonable timeframe (usually within 30 days). There is no fee for
requesting access to personal information, however there will be an administration fee of $25 to cover the cost of
verifying the application and locating, retrieving, reviewing and copying any material requested. If the request for access
to personal information is voluminous, Yellow Ladybugs reserves the right to charge an additional fee to cover any costs
over and above the standard administration fee.

Under some circumstances Yellow Ladybugs may not be able to provide an individual with access to the personal
information held. If Yellow Ladybugs is unable to provide access to an individual’s personal information, it will provide a
full explanation as to why.

Accuracy of personal information
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Yellow Ladybugs accepts no responsibility for the veracity, integrity, currency or accuracy of information collected and
subsequently stored and used by Yellow Ladybugs for its purposes.

Yellow Ladybugs will take reasonable steps to ensure that personal information is up to date before use or appropriate
disclosure.

If any person learns that the personal information Yellow Ladybugs holds is inaccurate, that person should inform Yellow
Ladybugs. Yellow Ladybugs will correct the information.

4.11. Breaches or complaints about the management of people’s information and data

Personal enquiries, feedback comments or concerns about the Yellow Ladybugs Privacy Policy or Yellow Ladybugs Privacy
Statement should be directed to the Yellow Ladybugs Secretary at accounts@yellowladybugs.com.au.

If there are any concerns regarding Yellow Ladybugs breaching its Privacy Statement or Privacy Policy, an individual can
make a complaint through the contacts above. Yellow Ladybugs will act promptly to respond to a complaint.

4.12. Risks with managing people’s information

Collecting, storing and using people’s information and data comes with risks. The risks that come with information and
data management include:

e inappropriate use or disclosure of a person’s information or data

e inadequate processes or training for staff handling people’s information or data

e loss of a person’s information or data, either physical or digital

e information or data about a person stolen, either physically or digitally

e the policies and practices of external service providers used to manage people’s information or data
e failure to comply with applicable laws

e failure of physical management systems

e malicious external cyber-attacks (e.g. hacking or malware)

Yellow Ladybug’s reputation is particularly vulnerable to the consequences of failing to mitigate the risks with information
and data management. Poorly managing people’s information and data, even inadvertently, leaves Yellow Ladybugs
vulnerable to outcomes which are likely to have a detrimental effect on its reputation and public support. Importantly,
management includes the oversight of any external service providers Yellow Ladybugs contracts to manage people’s
information and data. While Yellow Ladybugs can outsource this work, it cannot outsource the responsibilities that come
with it.

5. Review

Yellow Ladybugs may, from time to time, review and update this Privacy Policy to take account of new laws and
technology, changes to Yellow Ladybugs’ operations and practices and to make sure it remains appropriate to the
changing legal environment.

6. Further information

Office of the Australian Information Commissioner:
e The Privacy Act: oaic.gov.au/privacylaw/privacy-act
e  Opt-in Register: oaic.gov.au/privacy-law/privacy-registers/privacy-opt-in-register/
e  Privacy law — other legislation: oaic.gov.au/privacy/other-legislation

e Rights and responsibilities: oaic.gov.au/privacy-law/rights-and-responsibilities
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Fundraising Institute of Australia

e  FIA Privacy Compliance Manual (produced in collaboration with Minter Ellison): fia.org.au/pages/privacy-
compliance-manual.html

Justice Connect’s Not-for-profit Law:

e Not-for-profit Law’s fact sheet on privacy: nfplaw.org.au/privacy/

Australian Council for International Development:

e ACID’s Code of Conduct: https://acfid.asn.au/code-of-conduct
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